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1. Overview
Identification, preservation and protection of electronic information pursuant to Federal civil litigation is mandated by Federal Rules of Civil Procedures (e-Discovery). Improper identification, preservation and protection can lead to sanctions being applied against the University as well as jeopardizing the University’s position in litigation. The UCSF community was notified about the requirements for compliance with e-Discovery rules via an email sent on February 13, 2007 from UCSF’s Chief Campus Counsel (Refer to Appendix C).
This document provides guidelines for identification, preservation and protection of electronic information in an e-Discovery case. Each e-Discovery incident will be handled on a case by case basis. The e-Discovery Response Team will work in coordination with Enterprise Information Security (EIS) and the involved UCSF parties to ensure balance is obtained between reasonableness and the need for compliance with Federal Rules.
2. Definitions

Affected Department

UCSF Department subject to an e-Discovery request.

Computer Support Coordinator (CSC)
UCSF staff member that provides comprehensive support for computing technology within a defined department.
e-Discovery (Electronic Discovery)
The discovery phase of civil litigation associated with information relevant to a case that is in electronic form. Examples include: email, files, instant messages, notes, logs. 

e-Discovery Response Team
UCSF team formed to address an e-Discovery incident consisting of UCSF Risk Management, Legal Counsel and Enterprise Information Security.
Electronic e-Discovery Communications (Communications)
Internal work documents and communications generated to address an e-Discovery incident. For example, emails between Enterprise Information Security (EIS) and Computer Support Coordinators (CSCs) requesting information, spreadsheets documenting progress of information retrieval, instant messages discussing an e-Discovery incident.
Electronic Information Resource (Resource)
A resource used in support of University activities that involves the electronic storage, processing or transmitting of data, as well as the data itself. Electronic Information Resources include application systems, operating systems, tools, communications systems, data – in raw, summary, and interpreted form – and associated computer server, desktop (workstation), portable devices (laptops, PDAs) or media (CD ROM, memory sticks, flash drives) communications and other hardware used to conduct activities in support of the University’s mission.
Named Individual
Person(s) that has been named as a party to a potential Federal Civil Lawsuit.

Resource Proprietor
The individual designated responsible for the information and the processes supporting the University function. Resource Proprietors are responsible for ensuring compliance with federal or state statutory regulation or University policy regarding the release of information according to procedures established by the University, the Campus, or the department, as applicable to the situation. 

Restricted Information

The term restricted information describes any confidential or personal information which is protected by law or policy and that requires the highest level of security protection, whether in storage or in transit. See BFB IS-2 for further discussion on Restricted Information.

Examples of Restricted Information include:

· Personally Identifiable Information protected by SB1386

· e.g. SSN number , driver license information, financial account information

· Electronic Protected Health Information (ePHI)

· University financial information

· Proprietary information

· Information that, if disclosed, would cause embarrassment or damage to the University.

3. Roles and Responsibilities
e-Discovery Response Team

· Provides oversight of e-Discovery process.

· Works with Affected Departments to address concerns, such as reasonableness.

Enterprise Information Security

· Works with Risk Management, Legal Counsel, Affected Departments and CSCs to map legal requirements into technical feasibility.

· Provides guidance to the Affected Departments in collecting electronic information.

· Protects and preserves any media provided by the Affected Departments.
Affected Departments
· Works with e-Discovery Response Team to resolve e-Discovery requests.
· Takes steps to prevent destruction of relevant electronic information.

· Provides requested information to EIS in a timely fashion to ensure compliance.

· Provides resources to ensure proper resolution of an e-Discovery request.
· Ensures named individuals cooperate with CSC and e-Discovery response team in a timely manner.

· Preserve confidentiality.

Named Individual
· Works with e-Discovery response Team, CSC and Affected Departments to resolve e-Discovery requests.
· Prevents destruction of relevant electronic information.
· Works with CSC/Resource Proprietor to identify and make available relevant electronic information.
· Preserve confidentiality.
CSC / Resource Proprietor
· Works with e-Discovery Response Team and EIS to resolve e-Discovery requests.

· Identifies areas were requested information may reside.
· Prevents destruction of relevant electronic information.
· Preserve confidentiality.
· Provides EIS with media with requested information.
4. Confidentiality and Communications
Details about a case should be disclosed on a “need to know” basis. Information that should be considered confidential includes the existence of a case and the involved parties. The minimum number of people should be involved in addressing a case. In some instances, individuals should only be informed that the tasks are required for a legal matter. Requests for additional information should be forwarded to the e-Discovery response team.

A case number for each e-Discovery case shall be provided by Risk Management. Discussions about the case shall refer to it by case number and not by the individuals or parties involved. For example, emails and documents discussing a case should refer to it as “Case 123” and not “John Smith Case”, “HR Discrimination Case” or “Ophthalmology Incident”.
Refer to the e-Discovery Communication Guidelines document for further information regarding communications.
5. Reasonableness and Costs
All cases will be handled on a case by case basis and will consider the following factors:

· Federal requirement for compliance

· Resources of affected department (staffing/financial burden)

· UCSF operational requirements 

· Cost for non-compliance (penalties/sanctions/rulings)

The e-Discovery Response team will work with the Affected Department to minimize the impact of an e-Discovery request, however the Affected Department is responsible for the financial and resource burdens associated with any e-Discovery request. 
6. Information Requests

EIS will work with the Affected Department to identify information that is required to be preserved. Timeliness is a factor in all requests. See the associated timeline for handling e-discovery requests.

All requests will include a time range of the electronic information requested and the named individuals associated with the request. Systems that do not reasonably contain relevant electronic information do not need to be identified, protected or preserved.
The e-Discovery response team will notify all named individuals. EIS will attempt to follow-up with the CSC, however upon notification, Affected Departments must begin the process immediately, including contacting EIS if it has not already happened.

7. Information Collection

The following categories of systems have been identified as areas where relevant electronic information may be found. CSCs must identify other areas that they have knowledge of that is not addressed in this list. Action needs to be taken only if relevant information is reasonably suspected to reside on the system. It is imperative that collection process does not violate of the integrity of the original information For example, collected information should be placed on clean media and files should not be edited or renamed.
a. Email archives

A copy of the user’s email archives for the time frame requested must be made.

b. UCSF owned systems on campus

A copy of the user files on the system must be made.
c. Personal network file shares

A copy must be made of all file shares.
d. Group owned network file shares

Named individuals must identify folders or files that may be relevant and make them accessible to the CSC or Affected Department for a copy to be made. Only relevant information in a group owned file share needs to be copied. 
e. Cell Phones / PDAs

Named individuals must identify any information on these devices that may be relevant and make them accessible for a CSC or the Affected Department to make copies if possible.
f. Personal systems / UCSF owned systems at home

Named individuals must identify any information on these systems that may be relevant and make the information accessible to the CSC or Affected Department for a copy to be made. Only relevant information on the systems need to be copied. 
g. Backups

All monthly backups within the named time frame need to be preserved. Weekly backups must also be preserved. Daily backups within the time frame should be preserved, if at all possible.

All copies of information should be placed on non-modifiable media, such as a DVD. Any magnetic tapes should be protected from overwrite. All media must be clearly labeled as to the contents, date collected and the case number. Media must be presented to EIS who will store it. Access to the media will be limited, so care needs to be taken to ensure sufficient copies of backup tapes exist for business continuity.

8. References

· Amendments to Federal Rules of Civil Procedure (effective December 2006) http://www.uscourts.gov/rules/EDiscovery_w_Notes.pdf
Appendix A

e-Discovery Scenario

This scenario is provided as an example of an e-Discovery request process. Since each e-Discovery request will be unique and will most likely vary from this outline, please refer to the e-Discovery Response Team for specific guidance. All communications shall follow the E-Discovery Communications Guidelines.
1. UCSF is notified of a need to identify, preserve and protect electronic information relevant to all work and communications produced by Alice and Bob. (Day 0)
a. Alice is a UCSF faculty member.

b. Bob is a UCSF staff member.
2. Risk Management and Office of Legal Affairs determine that Alice and Bob are the only Named Individuals in this case. (Day 0)
3. Preservation notices are sent to Alice, Bob and EIS. (Day 0)
4. EIS identifies associated CSCs if possible. (Day 1)
a. Carol is Alice’s and Bob’s CSC.
5. EIS contacts Alice and Bob directly, informing them of the need to protect and preserve relevant information and that EIS will be working with their CSC to ensure preservation. Examples of where this information may reside include: (Day 1)
a. Email 

b. UCSF owned systems

c. Personal systems 
d. UCSF owned systems at home

e. Cell Phones/PDAs

f. Personal file shares

g. Group file shares

h. Backup tapes
6. EIS contacts Carol and informs her of the e-Discovery request. (Day 1)
a. Copies of the “UCSF E-Discovery Information Collection Guidelines” and the “E-Discovery Communication Guidelines” are sent to Carol.
7. EIS works with Carol to determine where this information resides. (Day 1-2)
a. EIS and Carol determine that the relevant information resides in the following locations:

i. Email

1. Alice uses Department X’s local email server
2. Bob uses the UCSF primary exchange server.
ii. UCSF Owned Systems

1. Alice has a Windows workstation in her office and a system at home.
2. Bob has a UNIX workstation in his office and a Windows laptop.
iii. Personal Systems

1. Alice uses an OSX laptop that she purchased.
2. Bob does not have any personal systems.
iv. Cell Phones/PDAs

1. Alice uses a Blackberry that synchronizes with her workstation in her office.
2. Bob has a personal PDA.
v. Personal File Shares

1. Department X has a network based storage system. Both Bob and Alice have folders on this system.
vi. Group File Shares

1. Both Bob and Alice have access to the Project Z folder that is accessible by multiple users.

vii. Backups
1. Carol utilizes a rotational backup scheme using 20 tapes. Monthly tapes are migrated off to a third party offsite secure storage facility.
8. EIS and Carol devise a plan to secure the identified information. (Day 2)
a. Email

i. Carol will make a copy of Alice’s local email archive

ii. EIS will contact OAAIS Customer Support Services (CSS) to obtain a copy of Bob’s Exchange archive.

b. UCSF Owned Systems

i. Alice

1. Carol will make a copy of personal data off Alice’s Windows workstation

2. Alice is responsible for identifying relevant data on personal system and making it available to Carol for copying

ii. Bob

1. Carol will make a copy of personal data off Bob’s Unix workstation and his laptop.
c. Personal Systems

i. Alice

1. Alice will identify relevant information on her OSX laptop and make the information available for Carol to make a copy.

ii. Bob

1. Bob does not have any personal systems. No action required.
d. Cell Phones/PDAs

i. Alice’s Blackberry is synchronized so all relevant information should already be on systems being copied. No action required.

ii. Bob identifies any relevant information on his PDA and is responsible for making the information available to Carol for copying.
e. Personal File Shares

i. Carol will make a copy of Alice and Bob’s personal folders on the file share.

f. Group File Shares

i. Bob and Alice are responsible for identifying to Carol relevant files in the folder for Project Z.

ii. Carol will make a copy of all identified files.

g. Backup Tape

i. The department is responsible for purchasing replacement tapes for the backups. 

ii. Carol will rotate out tapes to be overwritten with new blank tapes as soon as new tapes arrive.

iii. Carol will also ensure that no tapes stored are the offsite facility are to be destroyed or overwritten.
9. Implementation of Plan (Day 2-7)

a. Carol will begin securing the identified data writing them to CD, DVD or tapes.
10. Delivery of Media (Day 8-??)

a. Carol coordinates with EIS to deliver any media to EIS.

b. Backup tapes can remain with Carol for operational purposes, however there needs to be assurance that the tapes will not be overwritten.

c. EIS will document and place the media in the UCSF Secure Media Storage facility.
Appendix B

UCSF e-Discovery Process Grid
Risk Management and Insurance Services

Enterprise Information Security

Office of Legal Affairs

	Timeline
	Milestones
	Actions
	Responsibility

	Day 0

	Need To Preserve Arises
	Lawsuit Filed/Noticed or “reasonable likelihood”
	RMIS / OLA

	Day 1

	ID Key Parties
	Identify key parties (named defendants, witnesses)
	RMIS / OLA

	
	
	ID nature of data to be retained (e-mails, HR files, dept. files, data, etc.)
	

	
	
	Notify e-Discovery response group


	RMIS/OLA/EIS

	Day 1-2

	Preservation Notice 
	Notify department (CSC) and key parties (template notification letter)
	EIS / OLA

	
	
	Access w/wo Consent form 


	RMIS / OLA

	Week 1 

	ID Data, Sources, Locations 
	ID key CSC – coordinate search with CSC and key parties
	EIS

	
	
	Define records to retain
	EIS / OLA / RMIS / CSC

	
	Retain/Preserve
	Acknowledgement of retention
	DEPT to EIS  with RMIS / OLA oversight

	
	
	Quarantine data or take possession of storage devices – document chain of custody
	EIS

	Week 2


	Collect/Map
	Prepare list of documents and where stored
	EIS with RMIS input

	
	
	Identify “person most knowledgeable”  for testimony regarding ESI retention process
	

	
	
	List to defense counsel
	EIS to RMIS / OLA and defense counsel

	By end of month 1


	Produce (before 1st case conference)
	Review data and eliminate irrelevant data
	EIS / RMIS / Defense Counsel

	
	
	Final dataset provided to defense (and ultimately plaintiff's) counsel
	EIS to Defense Counsel 


Appendix C

Communication from UCSF Legal Counsel to UCSF Community
From:                     Internal Communications  

Sent:                      Tuesday, February 13, 2007 8:27 AM

Subject:                 New Rules Involving Electronically Stored Information

TO:                  DIRECTORS AND ADMINISTRATORS

FROM:            Marcia Canning, Chief Campus Counsel

RE:                   New Rules for Federal Claims Involving Electronically Stored Information

New Federal Rules of Civil Procedure regarding discovery of electronically stored information (ESI), or “e-discovery”, went into effect December 1, 2006, which place a heavy burden on the University to protect and produce ESI (including e-mail, text messages, and other data) when lawsuits are filed against the University in Federal court. UCSF is at risk of penalties and adverse judgments - which ultimately affects the cost you are charged to support our general liability program - 1) if we fail to secure ESI at the earliest possible time of knowledge of a potential lawsuit and 2) if we fail to identify, access, and produce all relevant ESI for our defense counsel at the earliest possible date following notice of a lawsuit.

Our Risk Management Services office, in collaboration with the office of Enterprise Information Security, has developed a notification process to ensure that ESI is secured and ultimately provided to our defense counsel when we are placed on notice of civil claims. Risk Management and Enterprise Information Security will be working with department-level IT contacts to identify, secure, and produce this information as quickly as possible. In many cases, this will entail significant resources to accomplish the data identification and production required by law. 

I am asking that you so inform your IT administrators and ask for your cooperation in producing ESI for our defense counsel, if requested.  Please be assured that we are working with UC Office of General Counsel to develop more detailed guidelines regarding e-discovery going forward.  As well, discovery activities are overseen by my office to assure compliance with the UC Electronic Communication Policy, HIPAA, and other relevant privacy and regulatory requirements.

If you have any questions about the new e-discovery rules or our compliance process, please contact:

· Bruce G. Flynn, Interim Director, Risk Management Services bflynn@finance.ucsf.edu

· Carl Tianen, Information Security Officer, Enterprise Information Security Carl.Tianen@ucsf.edu 

Thank you,

Marcia Canning

Chief Campus Counsel
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